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Online Security

for Children |
& Safety)
(Exploitation

The Palestinian Center for Democracy & Conflict Resolution

The Palestinian Center for Democracy & Conflict Resolution (PCDCR) devotes
particular attention to the contribution of responding to the pressing needs of
;vulnerable groups including children, women, and youths to enjoy their rights
particularly with regard to social well-being, protection, and full participation in
decision-making within the framework of democracy. Additionally, one of PCDCR’s
strategic directionsiscontri buting to meet the growing demand for legal and
psychological support services as well as protection mechanisms especially for
children and women .Through that, The Palestinian Center for Democracy and
Conflict Resolution has conducted this study that is the first of its kind in Palestine.
This study concerns with children’sonline behavior, awareness of parents on what
their children are doing online, and highlighting what caregivers do for children
protection. The study tackles the safe online browsing for children

The study addresses the following questions

1- What is the level of awareness among children and parents on the concept of on-
line child sexual exploitation? Methods of using the means of social media? What are

the influencing factors for this?

2- What are the protection methods used by children and parents in cases of online
sexual exploitation? What are the entities that they are heading for? and why?

3- Are there any relative differences between cases of sexual exploitation based on the
sex of the child? Are females more vulnerable to sexual exploitation and what are the
factors that affect the qualitative proportion?

a1y o JBkY)

oG-l Jog dibliosall gubouddll 355001




The study aims at identifying the risks that threaten the online security and safety for
children through collecting data. The Palestinian Center for Democracy and Conflict Res-
olution has collected data from the field at the beginning of November 2018 and has
completed data collection on April 2019 through conducting individual interviews with
400 children, 400 parents, and 30 heads and representatives of entities that

provide care and protection in the government sector. After obtaining the preliminary
data, the process of correcting the missing and abnormal values and then the process of
data analysis have begun.

Collecting data and completing forms under this study are in Palestine particularly in
theWest Bankincluding the governorates (Nablus, Tulkarm, Jenin, Tubas, Qalqilya,Salfit,
Hebron, Bethlehem, Jericho, and Ramallah and Al Bireh) during November 2018 and
have completed on April 2019. The study includes children, parents andcaregivers in-
cluding law enforcement officers in Family Protection Units, Child Protection Network
staff at the Ministry of Social Development, and heads of Educational Counselling De-
partments of the Ministry of Education in the 10 governorates of the West Bank from
villages, camps and cities.

Results:
Children Survey:

The results of the study related to children vary in three aspects: the purpose of chil-
dren’s internet use, the time that the children spend on the internet, and the average
of hours spent on the internet use per day.

The Purpose of Children’s Internet Use:

It is noted that male and female children largely coincide and agree with the purpose
and importance of using the internet. They agree that the first and most important
goal in accessing the internet is the means of social media; then, games. Nevertheless,
they differ in the importance of internet use for scientific research and study. Females
have indicated higher and greater interest in accessing the internet for scientific re-
search and study purposes than males.
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The study shows that children use the internet for a chat are (32.4% males, 25.4% fe-
males), for games are (39.6% males, 28.9% females), for studying (26.4% males, 31.3%
females), and for scientific research are (22.0% males, 25.2% females).

Privacy
Usually, one uses his or her real name and picture during his or her interaction with oth-

ers, but children may use fake names and pictures for various reasons depending on
the goal of accessing the Internet. The child may use a false name to protect himself/
herself from others"harm, or to intrude upon others, annoy, or harm them without dis-
closing his/ her identity. The concepts of privacy and freedom for children refer to do-
ing whatever they want while browsing, posting, and downloading pictures and videos
without being aware of the possibilities of exploitation and extortion.

In this study, it is noticed that male children are more permissive in their personal infor-
mation than females. They are more likely to use their real names, pictures, and per-
sonal information than females. This may be due to the masculine culture within the
Palestinian community that allows males to do what is appropriate for their intellectual
and cultural life with no fear of reproach or blame from any party. Thus, males use their
real names and personal information while females try to hide behind fake names. Fe-
males also are restricted in using their personal information in the internet. Females act
this way since they fear for themselves from intruders or extortionists, or they want to
act freely without fear by hiding behind fake names and false personal information.

The Extent to which the Child Include Personal Information or Child’sWillingness
to Do So on Public Websites such as Facebook, Snape Chat, and Instagram:

The study shows that 48.9% of children include or are willing to put their personal in-
formation on public websites (29.8% male, 19.1% female).
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Children’s Internet Use for Inappropriate Behaviors

It is noticeable that there is a clear discrepancy between males and females in the na-
ture of the online inappropriate and anomalous behaviors. Male children show that
they do all anomalous behaviors more than females. Male children also show different
sequence of such behaviors in terms of the nature of these behaviors. The study indi-
cates that the most anomalous act is accessing porn sites (4.4% males, 1.0% female).
Then, fraud and deception (4.1% males, 1.5% females), and followed by defamation

and abuse (3.9% males, 2.2% females). However, the sequence of such behaviors ac-
cording to female children starts with the most anomalous behavior that is defamation
and abuse (3.9% males, 2.2% females). Then, exploitation and extortion, and finally,
sexual exploitation and harassment (2.4% males, 1.8% females).

It is noticeable that the most inappropriate and anomalous behavior for male children
is accessing porn sites. However, what is remarkable is that the second and third inap-
propriate and anomalous behaviors for female children are exploitation, extortion, and
sexual exploitation and harassment. Which do not appear clearly among male children.

Children’s Face-to-Face Meeting with Persons They Get to Know Online

It is noticeable that male children are more capable and bold than females in face-to-
face meeting with people whom they have known online (24.7% male, 10.8% female).
This may indicate, as we have said, that masculine culture is rarely hold males account-
able as males are far from accountability and control.

The Extent to Which Parents Have Some Restrictions on the Child’s Access to Cer-
tain Websites on the Internet:

It is noted that parents organize the time and period for internet use for females more
than males (18.6% males, 21.5% females). This means that the level of supervision and
control by parents regarding internet use is higher towards females than males.
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To Whom the Child Direct or Communicate Whenever Face any Online Threat or
Danger by Someone

Children are always encouraged when they are at risk and threatened to resort to the
safest entity for them to whom they can disclose their feelings and get protection. It is
clear that male and female children vary and differ in the preferences of the entities
they may resort to disclose any threat or extortion seeking protection. The most pro-
tective entity for male children that they may primarily direct to is the father then
mother then a friend. However, female children seek help firstly from the mother, then
father, then her elder brother or elder sister. This may be due to gender differences
between the children through which they feel safe and important to the entity that
they communicate with him/ her.

Children seek help from a friend are (12.2% males, 6.1% females), from the father are
(20.0% males, 22.7% females), from the mother are (14.4% males, 33.3% females), from
the elder brother or elder sister are (10.3% males) (5.1% male, 2.2% female), from one
of the relatives are (5.1% males, 2.2% females), from the teacher or school counselor
are (5.1% males, 4.2% females), from the police are (10.3% males, 4.2% female), and
from religious figures are (2.0% males, 1.0% female). Finally, children who do not seek
help from anyone are (3.2% male, 1.7% female).

Parents Survey:

The Purposes of Children’s Internet Use as Viewed by Parents:

Parents think that their children access the internet to fulfil the following purposes:
Firstly, games 83.6%. Secondly, social media 42.9%. Thirdly, doing homework 39.2%.
Finally, chat 33%. Such expectations and estimations by parents are because of widely
spread of PUBG game among the Palestinians.

How Parents Supervise their Children:
Parents prefer the direct supervision 83.2% to follow-up and control their children’s
use of the internet. Then, they supervise the history of browsing 14.7%. After that
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parents pre-determine the allowed and prohibited websites 12.2%. This indicates that
parents prefer the direct supervision through observation and control for their chil-
dren directly during their use of the devices; hence, the parents do not use tools or
mechanisms demand technical or electronic experience.

The Extent to Which Parents Organize the Times and Duration for the Child’s Internet Use:
The majority of parents (69.5%) regulate the use of the internet for their children. In
this study, the control and supervision of parents for their children’s use of the internet

are highly controlled at evening since parents think through this the time their chil-
dren can be exploited and harassed.

To whom the Child Direct or Communicate Whenever Face any Online Threat or
Danger by Someone as Viewed by Parents:

Parents believe that their children whenever they feel danger, they primarily seek help
from one of the parents 70.5%. Then, one of the siblings 16.6%, and finally, one of the

friends 6%. This indicates the importance and preferences of the entity to which the
child directs.
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